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11. Summary of the new findings of the thesis:
- Propose a new method to estimate TCP throughput under LDDoS attacks, the research
is carried out with a simple network model consisting of one to many TCP flows with the
same propagation delay and all passing through a bottleneck link. The simulation results
show that the accuracy of the proposed method is quite high in the considered scenarios
where TCP does not use delayed acknowledgment and it can determine the range of
values into which TCP throughput is likely to fall when TCP uses delayed

acknowledgment.

- Propose a mechanism for changing the CPR threshold of the CPR-based approach over
time. The simulation results show that the CPR-based approach with the adaptive
threshold can protect TCP throughput quite well under LDDoS attacks while ensuring

fair bandwidth sharing between new TCP connections under attack-free conditions.

- Propose a new metric called CIR (Congestion Interval Rate) to replace the old one
CPR. The simulation results show that the CIR-based approach can protect TCP

throughput better than the original approach when attacks happen.



12. Practical applicability, if any: yes

13. Further research directions, if any:

- Estimating the throughput of heterogeneous TCP flows under low-rate DDoS attacks.

- Studying Linux TCP, especially its retransmission timeout mechanism.
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