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MO PAU

Bédo méat va dam bdo an toan thong tin luén la van dé duoc cac nha nghién ctru quan tam, 1a mot
chu dé rong co lién quan dén nhiéu linh vuec. Trong thuc té co rat nhiéu phuong phép duoc thuc hién dé
dam bao an toan thong tin dir liéu tir thoi xua, tir nhitng diu niém phong trén bao thu cho dén nhiing mat
mi thay thé don gian dung dé mi hoa, 4n gidu thong tin.

Ngay nay véi sy phat trién ciia khoa hoc cong nghé may tinh, thi viéc luu trit va bao mat thong
tin dugc thuc hién mot cach phé bién trén may vi tinh hay cac thiét bi cong nghé s6 nhu dién thoai di dong.
Dic biét véi cac cong nghé dién tir ban dan, cong nghé mang khong day,... thi ngay cang xuat hién nhiéu
thiét bi c6 cau hinh kha cao voi ning luc tinh toan 16n cho phép trién khai dé dang cac thuét toan md hoa
nhu DES, RSA, AES... dé mi hoa, bao mat thong tin.

Tuy nhién, nhu cau str dung cac thiét bi c6 kich ¢& nho, kha ning tinh toan thap phuc vu cic cong
viéc va giai quyét bai toan chuyén dung, don gian, dién hinh nhu cac thé thong minh (smartcard), vi diéu
khién (microcontroller) ngay cang tang. Trong khi dé, cac hé mat ma truyén thdng hién c6 kho c6 thé sir
dung da nang cho moi kiéu thiét bi (b0 vi xur 1ly), do sy phuc tap, st dung nhiéu tai nguyén, nang lugng.
Mot hé mat ma truyén théng cling kho ¢o thé cai dat hiéu qua trén cac thiét bi co nang lyc va tai nguyén
han ché (nhu cac bd vi diéu khién 4 bit, 8 bit, ¢6 kich cd RAM nho, tan s6 thip, v.v...). Vi vdy, nhu cau can
¢ cac hé mat ma (ma khoi, ma dong, ham bam, mé xéac thuc, ECC) riéng, ap dung cho céac thiét bi, hé
thdng bi han ché (thong tin can phai bao vé khong can bao mat qua cao) da va dang duoc dit ra trong nhiing
nim qua, va mat ma hang nhe (Lightweight Cryptograhy) dugc ra doi tir cac nhu cau d6. Theo tiéu chun
ISO/IEC 29192-1 d3 dua ra khai niém vé mat mi hang nhe phu hop voi nhitng méi truong han ché.

Muc ti€u ctia mat ma nhe 1a mét loat cac rng dung cho cac thiét bi hién dai, nhu cac thiét bi do
thong minh, hé théng an ninh xe, hé théng giam sat bénh nhan khong déy, hé théng giao thong thong minh
(Intelligent Transport System - ITS) va Internet of Things (IoT),.... O nhimng trudng hop nay, cac thuat toan
mat ma truyén thong 12 khong ph hop boi cac 1y do nhu chi phi qua 16n, d6 an toan quéa cao so véi mirc
can thiét, nang lugng tiéu thu qua 16n,... . Do d6 st dung cac thuat toan mat ma hang nhe, thir phu hop véi
cac thiét bi han ché 1a van d& can dugc quan tdm nghién ciru. VAy nghién ciru sinh di lya chon lun 4n
“Nghién ciru mdt md nhe, ting dung trén thiét bi théng minh”.

Ngoai phﬁn m& dau va két ludn, bd cuc cta ludn an chia thanh 04 chuong nhu sau:

Chuong 1 cta luan an trinh bay nhiing kién thurc chung vé& mat ma va mat ma hang nhe, trinh bay cac thiét
bj thong minh, thiét bi c6 ning luc tinh toan han ché. Chwong nay ciing trinh bay cac tham s dé danh gia
mot thuat toan mat ma la thuat toan mat ma hang nhe va muc ti€u ctia luan an giai quyét cac van dé nay.
Chuong 2 trinh bay mot s6 hé mat tiéu biéu nhu Present va Grain c6 danh gia theo céc tham sd.

Chuong 3 ctia luan an trinh bay co sé toan hoc cua hé mat duong cong Elliptic, dé xuit thuat toan mat ma
duodng cong Elliptic tmg dung trén céc thiét bi di dong

Chuong 4 cua luan an trinh bay cac két qua nghién cuu dbi v6i bai toan mat mi nhe trén cac thiét bi han

ché dya trén két qua thyc nghiém.



CHUONG 1. TONG QUAN VE MAT MA NHE VA UNG DUNG TREN THIET BI
THONG MINH

1.1. Bai toan nghién ciru

Trén co s& thuc tién nhiéu hé mat ma nhe dugce dé xuét nhung chua dugc danh gia déy da va can
phai tao ra h¢ mat ma nhe méi cé hi¢u suét cao, luan an dé ra cho minh nhiém vy danh gia mot ) hé mat
mi méi, phd bién va dé xuat hé mat ma nhe méi cho thiét bi thong minh.

Mat md nhe hudng t6i viée tao ra cac giai phap cai dit rat gon nhe nhung khong lam giam di qua
nhiéu v& tinh an toan. N6 13 mot giai phap dwa ra thoa hiép giita do an toan va tinh hiéu qua trong cai dat
clia cac thuat toan mat ma. Ngay cang nhiéu cac san pham dugc nang cip thanh cac thiét bj tham nhap khip
noi nho ning lyc tinh toan nhung. Quan hé mat ma thiét gitra cac thiét bi nay din dén trién vong rang tinh
toan khip noi va s& 1a mo hinh tiép theo trong cong nghé thong tin. Mot nhan té 1am ting nguy co mat an
toan 1a cac thiét bi tham nhap khap noi thuong trién khai trong mot moi truong khong duge kiém soat ma
day lai 1a mot moi truong ma ddi phuwong c6 thé truy cap vat 1y toi thiét bi hodc didu khién thiét bi. Vi thé,
kha nang an toan va bdo mat cla céc thiét bi can duoc hét stc cha trong. V6i nhiing 1y do trén, luan an
nghién ctru “Nghién citu mdt ma nhe, vmg dung trén thiét bi thong minh”.

1.2. Mat ma hoc

Mat ma la nganh khoa hoc nghién ctru céc k¥ thuat toan hoc nham cung cép cac dich vu bao vé
thong tin. Pay 1a nganh khoa hoc quan trong, c¢6 nhiéu tmg dung trong doi séng xa hoi. Khoa hoc mat ma
d3 ra doi tir thoi ¢d dai, trong sudt nhidu thé ky, mat ma co vai trd quan trong trong linh vuc quén sy, chinh
tri, ngoai giao,...Tuy nhién, trong linh vyc dan sy thong thuong cia doi séng-xé hoi thi hau nhu khong
duoc ung dung.

Ngay nay, cac tng dung ma hoa va bao mat thong tin dugce dugc sir dung ngay cang phd bién
trong cac linh vuc khac nhau trén thé gidi, tir cac linh vuc nhu trén cho dén cac linh vuc dan su nhu giao
dich mua ban, thuong mai dién tir, tai chinh, ngan hang, ...

Dinh nghia 1.1. Mat ma

Mat ma la nhitng quy tic, quy wdc riéng dung dé thay doi hinh thirc biéu hién thong tin nhim bao
dam bi mat, xac thuc, toan ven cia ndi dung thong tin.

Mot so dd hé théng mat ma [a mot bd nam thanh ph?m: (@, € K, & D) thoa min cac dicu kién sau
day:
(i) @ 1a mot tap hiru han céac ky tu ban ro,
(i) @1a mot tap hiru han céac ky ty ban ma,
(iii) K 1a mot tap hiru han cac khoa,
(iv) & 1a mot anh xa tir K X @ vao €, duogc goi 1a phép 14p mat ma,

(V) 9 1a mot anh xa tir K X Cvao @, duogc goi la phép giai ma.



Véi mdi K € K, ta dinh nghia ex: 9 — €, dx : € = 914 hai ham cho bai: VX € 9 : ex(x) = 6(K, X); Vy €€
dk(y) = D(K, y). ek, dk duoc goi lan luot 1a ham 1ap ma va giai ma ung v&i khoa mat ma K. Cac ham d6
phai thao man hé thuc: Vx € 9 : dk(ex(x)) = X.

1.3. Thiét bi théng minh va mang van vt két ndi
1.3.1. Thiét bi thong minh
Pinh nghia 1.2. Thiét bi thong minh

Thiét bi théng minh 1a mot thiét bi dién tir c6 kha nang thyrc hién tinh toan ty dong va két ndi voi cac
thiét bi khac théng qua mang khong day Wifi, 3G, 4G,... [53].

Mot s loai thiét bi tiéu biéu nhu dién thoai thong minh, may tinh bang, ddng ho théng minh, vong
deo thong minh va chudi khéa théng minh...

Céac thiét bi théng minh nay c6 vai trd quan trong trong cudc song hang ngay ctia con ngudi. Nhiing
thiét bi thong minh nay c6 nang luc tinh toan han ché, nguén pin han ché,... Do vay, dé dam bao bao mat
cho cac thiét bi nay nguoi ta can mot phan mém véi thuat toan phi hop dé nhitng thiét bi thong minh co
thé sir dung. Céac thuat toan truyén thong thudng phi hop véi thiét bi c6 cdu hinh 16n nhu may dé ban, may
chu...

1.3.2. Mang van vit két noi

Mang van vat IoT 1a dé cap dén hang ty thiét bi vat 1y trén khap thé giéi duoc két ndi v6i Internet,
thu thap va chia sé dit liéu. Nho bo xtr Iy bén trong ciing mang khong day, ngudi ta co thé bién moi thir tro
nén chu dong va thong minh hon. Ta c6 thé bit gip IoT tir hé thdng ctra ty dong cho tdi may bay t6i xe tu
14i d4 tro thanh mot phan pho bién cta IoT. Piéu nay bd sung mot mirc do théng minh ki thuat sé cho cac
thiét bi thu dong, cho phép chung giao tiép dit lidu thoi gian thuc ma khong can con ngudi tham gia, hop
nhit hiéu qua thé gisi k§ thuat sb va vat Iy.

Pinh nghia 1.3. Mang van vit két néi

Mang van vat két ndi 13 1a mang két ndi cac dd vat va thiét bi thong qua cam bién, phdn mém va

cac cong nghé khac, cho phép cac dd vat va thiét bi thu thap va trao ddi dit liéu véi nhau.

1.4. Mat ma nhe

Véi cac hé théng IoT str dung dir liéu trong thé gidi thyce, viée thu thap dir liu tur cac thiét bi cling
c6 thé 1a myc tiéu cta cac cudc tin cong mang. Chinh vi didu nay ma cac bién phap ddi pho dua trén ma
héa hién dang tré nén quan trong. Mat ma nhe 1la mét phuong phap ma hoéa cai dat gon nhe va vdi d6 phirc
tap tinh toan thdp. N6 nham muyc dich mé rong cac ing dung ciia mat ma cho cac thiét bi bi han ché va dap
ung tiéu chuan quéc té. M4 hoa xac thuc dat duoc ca tinh bao mat va tinh toan ven da thu hut sy chu y dic
biét va c6 mdt cudc thi cong nghé mang tén CAESAR da duoc t6 chirc. NEC da phat trién mat ma khéi nhe
TWINE va OTR.


https://vi.wikipedia.org/wiki/Wi-Fi
https://vi.wikipedia.org/wiki/3G
https://vi.wikipedia.org/wiki/%C4%90i%E1%BB%87n_tho%E1%BA%A1i_th%C3%B4ng_minh
https://vi.wikipedia.org/wiki/M%C3%A1y_t%C3%ADnh_b%E1%BA%A3ng
https://vi.wikipedia.org/wiki/%C4%90%E1%BB%93ng_h%E1%BB%93_th%C3%B4ng_minh

Céc yéu cau cia mat ma nhe voi cac yéu t6 dic trung bao gdm: (i) kich thude (kich thudce mach,
kich thuéc ROM/RAM); (ii) ngudn; (iii) su tiéu thu ning lugng; (iv) téc do xr 1y (thong luong, do trd).
Yéu t§ dAu tién xac dinh kha nang thyc hién trong mot thiét bi 1a kich thuéc. Tiép theo, nguén dién dac biét
quan trong véi RFID va céac thiét bi thu ning luong trong khi mirc tiéu thy dién ning quan trong véi cac
thiét bi chay bang pin. Thong lwong cao 1a can thiét cho cac thiét bi ¢6 truyén dit liéu 16n nhu may anh hoic
cam bién rung, trong khi d6 tré thap 1a quan trong ddi voi qua trinh xir Iy didu khién thoi gian thyc cta hé
thong diéu khién 6 9, ...

Mat ma chia theo khoéa thi chia thanh (i) mat ma khéa ddi xtmg va (i) khoa cong khai. Mat ma
khoa ddi xtng sir dung cing mot khoa bi mat ¢é ma hoa va giai ma. Vi qua trinh xir 1y dir liéu tuong ddi
nhe, n6 dugc st dung trong ma hoa va xac thyc dir liéu. Mat khac, mat ma khoa cong khai str dung khoa bi
mat trong giai ma va khoa cong khai khac véi khoa bi mat trong ma hoa, va kha kho dé doan khoa bi mat
tir khoa cong khai. Do phtc tap tinh toan ctia mat ma khoa cong khai thudng cao gap hon nhiéu l1an so véi
méat ma khoa ddi xtng, nhung cong nghé nay dugc st dung dé chia sé khoa bi mat dugc sit dung trong mat
ma khéa ddi ximg va chit ky s6, nho dic tinh bat dbi xtmg.

Mat mi nhe di dugc bat dau vao khoang nam 2004 véi mét du an & Chau Au. Tiéu chuin quéc
té ISO/IEC 29192 “Mat ma nhe” dugc thanh 1ap tai ISO/IEC JTC 1/SC 27. Vién Tiéu chuén va Cong nghé
Quéc gia Hoa Ky NIST ban hanh cic huéng dan vé cong nghé mat ma di bt dau du an mat ma nhe vao
nim 2013 va cong bd cong khai cho cac Gmg dung cta tién ma hoa nhe vao nam 2017.

Tai Nhat Ban, Uy ban nghién ctru va danh gia mat ma CRYPTREC c¢6 nhiém vu danh gia cac hé
mat ma do chinh phu khuyén nghi va theo doi cac xu hudng ctia cong nghé mat ma. Tai ddy mat ma nhe da
phat trién cac hoat dong clia minh tir ndm 2013. Chiing bao gdm viéc danh gia viéc trién khai cac mat ma
khéi nhe, md dong nhe, hé mat duong cong elliptic ciing nhu cac cudc khéo sat bao mat va nghién ctru viée
st dung hiéu qua cac mat ma nhe.

Dinh nghia 1.4. Mdt md nhe

Mat ma nhe 1a mét thudt toan méat ma hoac giao thirc mat ma dé trién khai trong cac moi truong
han ché bao g@)m thé RFID, thiét bj cam bién, déng hd thong minh, thiét bi cham soc stre khoe, ...

1.4.1. Mt ma khéi nhe

Trong ky nguyén k¥ thuat s6, thong tin dugc ma hda mot cach co hé théng thanh cac chudi nhi
phan, trong 6 mdi don vi nhi phan (bit) giit mot gia tri bang 0 hodc 1. Kich thudc hodc chiéu dai 14 tong
s bit trong chudi nhi phan. N6i chung, ngudi ta c6 thé phan biét hai nhom 16n ctia thuat toan mi hoa do 1a
(i) mat ma khéi va (i) mat ma dong. Mat ma khéi hoat dong trén khéi thong diép co do dai cb dinh va khoa
bi mat.

SIMON va SPECK 1a hai ho mat mé khdi nhe, dugc thiét ké boi cac nha nghién ctru cia NSA
vao nam 2013. M&i SIMON va SPECK chira mudi phién ban véi cac kich thude khdi va kich thude khoa
khac nhau. SIMON va SPECK cung cap hiéu suat tét trén ca nén tang phan cimg va phan mém, ching han

nhu ASIC, FPGA va vi diéu khién 4/8/16/32-bit, va duoc thiét ké dé hoat dong tdt trén toan bo cac ng
6



dung nhe. SIMON duoc t8i wu hoa cho viéc trién khai ph?m cing va SPECK duoc diéu chinh dé c6 hiéu
suét toi wu trong phan mém. Céu triic cia SIMON va SPECK dua trén cAu trac Feistel, nhung voi PRESENT
dua trén céu tric SPN.

Dinh nghia 1.5. Mdt ma khéi nhe

Mit mé khéi nhe 14 mot nhém mat mi nhe, ma thuat toan ma hoa 1a mat ma khoi.
Nguoi ta danh gia thuat toan ma hoa khdi nhe qua cac tiéu chi: do tré xir 1y, s6 lugng cong twong duong,
nang lugng tiéu thu, do an toan.

1.4.2. Mt ma dong nhe

Mait ma dong nhe 1a nhanh cia mat ma nhe st dung khoa bi mat, doi xung. Y tudng cua thuat
toan ma hoa theo dong 1a ban ngudn s& dugc phan ra thanh cac bit; timg bit nay s& duoc ma hod bang mdi
bit khoa dé cho két qua 1a mot bit ma. Viéc ma hoa bit dugc thuc hién bang ham logic XOR.
Dinh nghia 1.6. Mdt md dong nhe

Mat ma dong nhe 13 co ché ma héa st dung dong khoa dé ma héa ban rd theo cach ting bit hodc
ting khéi bit trén cac thiét bi c6 nang luc tinh toan han ché.

1.4.3. Mat ma dwong cong elliptic

Nghién ciru v& cac duong cong elliptic ctia cac nha dai s, cac nha 1y thuyét s co tir gitra thé ky
XIX. Mat ma dudng cong elliptic dugc phat hién vao nam 1985 bai Neil Koblitz va Victor Miller. Ching
¢6 thé duoc xem nhu cac dudng cong elliptic cua cac hé mat ma logarit roi rac. Trong d6 nhém Z} duoc
thay thé bang nhom cac diém trén mot dudng cong elliptic trén mot truong hiru han. Co sé toan hoc cho
tinh bao mat ctia cac hé théng mat ma dudng cong elliptic 13 tinh hip dan tinh toan cua bai toan logarit roi
rac duong cong elliptic (ECDLP).

Mat ma duong cong elliptic (ECC) 1a mot trong nhiing loai méat ma dugc ung dung rong rai hién
nay. Tai nhiéu cong ty tai My, nhu CloudFlare, di sir dung rong rai ECC dé bao mat moi thir tir cac két noi
HTTPS ctia khach hang dén cach thirc chuyén dit lidu giita cAc trung tam dir lidu ciia ho. ECC dugc tig
dung trong thuwong mai dién tir v&i tai nguyén han ché, trong cong nghé nhan dang ddi twong bang song vO
tuyén hiéu qua va an toan, trong cac mang cam bién khong day sir dung phép bién d6i 1y thuyét sb.

Dinh nghia 1.7. Mdat ma duong cong elliptic

Mat ma duong cong elliptic 1a str dung cac tinh chét toan hoc cta duong cong elliptic dé tao ra
cac hé thong mat ma khéa dbi xtng, khoa cong khai dé ma hoa dir licu.
1.5. Céc tham s6 danh gid h¢ mat mé nhe

Pé danh gia mot hé mat ma nhe ngudi ta can xét dén cac tham sé cta chung. Tham sé nay duoc
danh gia trén goc do phﬁn clrng va phﬁn mém. Céc tham sb bao gém: Béao mat; Dién tich chip; Thong lugng;

Do tré; Nguén va nang lugng; Tinh hiéu suét cai dat; Kich thudc ma; M st dung b nhd.



CHUONG 2. HE MAT MA KHOI NHE, HE MAT MA DONG NHE

2.1. Hé¢ mét ma khoi nhe
2.1.1. Cic phwong phdp tin cong
Dinh nghia 2.1. Tén cong mdt ma khoi nhe
Tén cong mat ma khéi nhe 13 cach tAn cong vao hé thdng ma khdi nhe.
Ménh dé 2.1. Céc logi tan cong mdt md nhe
Pé tan cong mot hé mat ma khoi trong mat ma nhe ¢ cac phwong phap tn cong (i) tin cong vét
can; (ii) tAn cong dai sd; (iii) tn cong khoi phuc khoa; (iv) tan cong théng ké bio hoa.

2.1.2. Mt ma khoi PRESENT

Mat ma PRESENT dugc giéi thi€u vao nam 2007 véi muc dich hoat dong trén cac moi truong
han ché. Khi duoc trién khai trén mot thiét bi, PRESENT c6 thé bao gém ca ma hoa va giai ma, hoac n6 cod
thé chi 1a ma hoa con véi viée giai ma duoc xir Iy & mot noi khac. Vi thiét ké thuat toan PRESENT duya
trén mo hinh mang SPN, nén thuat toan PRESENT c6 3 phép bién d6i chinh 1a (i) phép toan tron khoa; (ii)
phép toan thay thé; (iii) phép toan hoan vi.

2.1.3. Mjt 56 hé mdt ma khoi nhe khdc

Ho ma khoi NOEKEON duge dé xuét vao ndm 2000 bdi bon nha khoa hoc Daemen, Peeters, Van
Assche va Rijme. Mot trong cac wu diém cia NOEKEON d6 1a nhé gon, nhanh chong trién khai trén phan
ctmg chuyén dung. Ngoai ra, né con yéu cau vé bd nhd RAM rt thap va hoat dong hiéu qua trén da nén
tang. Nhung trong thuat toan ho NOEKEON nay st dung rat nhiéu cac 4nh xa tuyén tinh va str dung khéa
tryc tiép dé ma hoa ma khong thong qua nhing phép bién ddi ddi véi khoa. Do d6, NOEKEON dudng nhur
kha mong manh trudc nhitng dang tham ma tuyén tinh.

Ho mia khéi LED dugc thiét ké va dé& xuét béi Guo, Peyrin, Poschmann va Robshaw vao nim
2011, thoi diém nay day la mot trong nhing thuat toan ma héa nhe mai. Kich thudc khdi tin 64 bit v6i hai
bién thé cua khoéa 1an luot 1a 64 bit va 128 bit. Thiét ké ciia LED c6 nhiéu diém tuong dong vai thuat toan
AES.
2.1.4. Dé xuit cdi tién NOEKEON va LED

NOEKEON cdi tién

Dbi véi NOKEON cai tién thi st dung thém 1 ham Switch (key) dé 1am viéc v6i khoa 128 bit trude khi sir
dung ham Theta, nham muc dich x4o tron dit liéu khoa K, tang d0 mat cho thuat toan. Pam bao cho du
tham ma ra gia tri khoa K ciing s& khong tham ma dugc ndi dung ban & mot cach d& dang. Chi tiét ham

Switch (key) nhu sau:
e Input: Khoa K co d6 dai 128 bit.

e Xt Iy: D6i chd vi tri bit thir 1 va vi tri thi n ctia khoa. Tir vi tri thir 2, thuc hién d6i chd

cua cap bit thir (3; i+1).



e Output: Khoéa K’ ¢6 d dai 128 bit.

Input: K 1||k_2||K3
| A

Switch(key)

A4

v
Ouput: [K_n|[K 3|/K 2 K 1

Hinh 2.1. So' d6 thudt todn Switch (key)

Nhu vay, Hinh 2.1 d6i v6i ham Switch (key) c6 thé sir dung trong ca md héa va giai ma ma khong can thay
ddi. Gia tri output K’ s€ dugc str dung tai NOEKEON cai tién:

Round (Key, STATE, Constantl, Constant2)
{

STATE[0] ~= Constantl;

Theta (Switch (Key), STATE);

STATE[O0] "~= Constant2;

Pi; (STATE) ;

Gamma (STATE) ;

Pi, (STATE) ;

}

LED cdi tién

Hop S va vi tri ctia tirng thanh phan hop S:
Bdng 2.1. Vj tri thanh phin hép S

Pos S[x] | x

0 12 C 0

1 5 1

2 6 2

3 11 B 3

4 9 4

5 0 5

6 10 A 6

7 13 D 7

8 3 8

9 14 E 9

10 15 F A 10
11 8 B | 11
12 4 C |12
13 7 D | 13
14 1 E | 14
15 2 F [ 15

LED 1a mat ma khéi nhe c6 d6 an toan cao, do do ta c6 thé tién hanh cai tién LED dé ap dung cho
cac thiét bi IoT ¢6 gi6i han luu trit va xir Iy & tam trung cho dén tAm cao. Va nhirng thiét bj d6 yéu cau mot
thuat toan ma hoa c6 d6 bao mat tét. Dé cai tién LED ta nén di theo huéng bu dip cac yéu diém cua thuat
toan ma hoa khéi. Co 3 hudng chinh 1a (i) ting kich thudc khdi hodc khoa; (i) ting d6 hdn loan; (iii) ting
tinh khuéch tan.

Hién tai do dai khdi va khéa cua LED dang & murc rét t6t 1a kich thude khdi 64 bit va kich thudce
khoa 128 bit do d6 ta khong nén pha v cdu trac ndy. Lwa chon phuwong phap cai tién 1 ting d6 hdn loan
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va khuéch tan dé ké tan cong kho khan trong viéc dich ngugc doan ma. Vi tri cai tién la hép S va phuong
phap cai tién 1a 4p dung cong thirc cia ma Caesar trong viéc thay thé timg thanh phan trong hop S. Ap dung
vao hop S ta c6 cong thirc ma hoa: Pos’ = (Pos + k) mod 16: Trong d6 Pos 1a vi tri hi€n tai ctia ting thanh
phan trong hop S duoc danh sb nhu Bang 2.2. Pos’ 13 vi tri thay thé. Sau khi ¢6 Pos’ ta chuyén dbi tra lai
vé mi Hecxa, k 14 s6 don vi dich chuyén dé thay thé. Twong ty nhu vy, ta c6 cong thirc giai ma: Pos’ =
(Pos - k) mod 16:

Bing 2.2. Sw bién doi hgp S va vi tri Pos’

S[x]° Pos® Pos

F 15 10 0
3 11 1

4 12 2

7 13 3

1 14 4

2 15 5

C 12 0 6
5 1 7

6 2 8

B 11 3 9
9 4 10

8] 5 11

A 10 6 12
D 13 7 13
3 8 14

E 14 9 15

Mat khac LED st dung hop S cia PRESENT la ¢ dinh nén ta cling nén ¢ dinh k khi thiét ké.
Muc dich ting su phtrc tap khi c¢6 ké tin cong nhung dong thdi khong lam phtc tap qué trinh giai ma. Luan
an chon k bﬁng 10 theo ti 1€ phu hop 16/10 cua toan hoc. Nhu vay thu dugc Pos, Pos’ va hop S’ sau khi
thyc hién qua trinh giy nhiéu theo cong thirc Ceasar.

V6i viée sir dung thay thé Ceasar khong lam ting do phirc tap cta thuét toan nhung lai gy ra su
nhiéu loan khong nho trong giai ma khién cho ké tin cong kho khin véi y dinh giai ma dé xem 1én thong
tin.

So sanh hé mdt ma PRESENT voi cdc hé mdt ma khdc
Hé mat ma PRESENT véi kich thudc khdi 64 bit va kich thudce khoa 1a 80 bit thi 6 bao mat 1a 0.84. C6
thé noi rang véi cung kich thude khéi, kich thude khéa nhod hon so v6i cac hé mat méa khbi nhe khac nhung
d6 bao mat ctia PRESENT la tét hon.
Ménh dé 2.2. So sanh PRESENT véi mét s6 hé mdt ma khoi khdc

Thudt toan PRESENT véi kich thudc khéi va kich thuée khéa twong dicong cho mirc bdo mdt tot

hon.
Bdng 2.3. Bing so sanh hé¢ mdt ma PRESENT voi cdac hé mdt ma khdc
Hé mat ma Kich thwéc khoi (bit) Kich thwéc khoa (bit) Mire d§ bao mat
PRESENT 64 80 0.84
HIGHT 64 128 0.69
Piccolo 64 80 0.56
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Hé mat ma

Kich thwéc khoi (bit)

Kich thwéc khéa (bit)

Mirc d§ bao mat

PRINCE 64 128 0.83
RC5 64 128 0.90
TWINE 64 80 0.64

Bdng

2.4, Bdng so sanh hé mdt ma PRESENT voi hé mdt ma LED, NOEKEON

Hé mat ma

Kich thwéc khoi (bit)

Kich thwéc khéa (bit)

Mirc d§ bao mat

PRESENT 64 80 0.84
LED 64 128 0.86
NOEKEON 128 128 0.65

2.1.4. Dé xudt thiét ké thugt todn mdt ma khoi nhe méi

Mot cdu hoi ma tit ca cac nha thiét ké can giai quyét trong khi thiét ké bat ky ma phap nao 1a “dg
an toan bao nhiéu thi dwoc coi la di an toan”. Do d6, néu mot co ché an toan duoc trién khai khong duoc
sir dung day du kha ning ciia n6 s& din toi viée lang phi tai nguyén. Mot vi du, ta déu biét raing AES da
duoc phéan tich rong rai dbi voi do an toan cua no. Cho dén nay, n6 da dugc chirng minh khang lai rat nhiéu
tan cong. Do do, that 1y twong khi cac nha cung cip phat trién dugc thuat toan AES trong cac thiét bi cua
ho. Tuy nhién, mot van dé gip phai dbi véi AES 1a n6 rat cong kénh va can rat nhiéu tai nguyén cho viée
cai dat. Ngoai ra, n6 cung cip do an toan nhiéu hon nhing gi can thiét cho viéc sir dung.

Vi vy, ta can thay rang dé thiét ké mot hé mat ma phu hop véi cac han ché vé tai nguyén ctia cac
thiét bi nho va cing lic cac hé mat ma nay ciing cung cap do an toan day du cho viéc s dung. Pay ciing
chinh 12 mot trong nhitng nguyén nhén chinh thic diy mat ma nhe. Bay gio, ta xem xét khia canh k¥ thuat
ctia thiét k& mat ma khdi nhe, sau khi quyét dinh chon Iya cac tham sé du vao phu hop viée tiép theo ma
ngudi thiét ké quan tdm chinh 12 ham vong. Pic biét di véi mat ma khdi nhe, ham vong phai that don gian
dbi v6i viée cai dat phan cimg. Mot ham vong chira (i) mot ham phi tuyén va (ii) mot ham tuyén tinh. Ham
phi tuyén dugc goi 1a tang x4o tron con ham tuyén tinh duoc goi 1a ting khuéch tan. Do vay, ta dua véao hai
khia canh quan trong 13 (i) x4o tron va (ii) khuéch tan trong viéc xdy dung ham vong. Muc dich cta hai

ham nay dugc phat biéu cu thé nhu sau:

1. Xdo trén (confusion): Sy phu thudc cta ban ma dbi véi ban rd phai thuc phirc tap dé gay ric
roi, cam giac hdn loan ddi véi ké thu c6 y dinh phan tich tim qui luat dé pha ma. Quan hé ham

s6 ctia ma tin 14 phi tuyén (non-linear).

2. Khuéch tan (diffusion): Lam khuéch tan nhimg mau vin ban mang dic tinh théng ké (giy ra
do du thira ciia ngon ngir) 1an vao toan b van ban. Nho d6 tao ra kho khin cho ké tham ma
trong viéc do pha ma trén co so thong ké cac miu 13p lai cao. Su thay ddi ciia mot bit trong
mot khdi ban rd phai dan t6i sy thay d6i hoan toan trong khdi ma tao ra.

Ngoai ra, hai khia canh xao tron va khuéch tan thi voi y tudng thudt toan mat ma khoi mai can
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chia khdi bit ban rd cho phu hop, Iya chon khoa cho phu hop, chon cAu trac SPN hoic Feistel cho
phu hop, lua chon hop S cho phu hop.

2.2. H&E mat ma dong nhe
2.2.1. Mgt ma dong GRAIN

GRAIN la hé mat ma dong dugc cong bd trén eSTREAM bai Martin Hell, Thomas Johansson va
Willi Meier nim 2004 v&i phién ban déu tién GRAIN-VO [81] dugc t6 chitc EU ECRYPT théng qua. Sau
d6 hé mat ma nay tiép tuc dugc phat trién thanh GRAIN-v1 la mét trong bdy du 4n dugc eSTREAM dua
véao cac danh muc dau tu tir 09/09/2008. Cung véi GRAIN-V1 1a mdt phién ban mat ma véi khoa bi mat
128 bit GRAIN-128 ciing dugc ap dung rong rai hién nay. Luédn an chu yéu tép trung phan tich hé ma
nguyén thuy GRAIN-VO0, GRAIN-V1, GRAIN-128 va mdt phién ban xac thuc GRAIN-128a cung nhiing
cudc tn cong da dugc thuc hién trén cac hé ma nay.

Mot s6 cdi tién hé mdt ma GRAIN

Ngudi ta cai tién theo cach ting tdc thong luong nhd cong nghé luong tir. Viée sir dung cong nghé
otomat di dong lugng tir cho viée thiét ké cac mach logic di cho thdy ting téc d6 truyén dir liéu 1én dén 2
THz. Trong cong ngh¢ nay cac mach duoc thiét ké dé c6 mot kich thude dic biét siéu nho cling nhu tiéu
thu dién ning cuc thip. GRAIN-128 1a mét trong nhitng mat ma dong tot nhit trong danh sach cudi ciing
cua du an eSTREAM.
Danh gia cac phién ban GRAIN
Luan 4n dua ra nhiing so sanh cac thong sb thiét ké khac nhau cho cac thanh vién ciia ho GRAIN. Trong
Bang 2.5 nguoi ta ¢ thé thiy su khac nhau vé do dai khoa, kich thudce IV va padding str dung trong cac
thanh vién cua GRAIN.

Bdng 2.5. D¢ dai khoa va IV ciia ho GRAIN

Hé mat ma Chiéu dai khda Kich thwéc IV Padding véi IV
GRAIN-V0 80 64 FFFF
GRAIN-V1 80 64 FFFF
GRAIN-128 128 96 FFFFFFFF
GRAIN-128a 128 96 FFFFFFFE

Chi c6 phién ban cudi cung cua ho GRAIN la GRAIN-128a v4i phan dém dugc hoan thién bdi
viéc thay bit bén phai ctia LESR boi gié tri 0 dé tranh cudc tin cong dong bo hoa, do Kucuk d& xuat. Trong
tat ca cac phién ban khac, phan dém duogc thuc hién véi tit ca cac bit.

Trong Bang 2.6 so sanh cac thanh vién ctia ho GRAIN trén co s¢ thoi gian thiét 1ap khoa, thoi
gian thiét 1ap IV va téc d6 ma hoa. Cac téc d6 ma hoa nay duoc do bang cac bo xir 1y Pentium 4, 2.80 Ghz

cho hai loai dit liéu, mot cho cac ludng dai va mot cho cac ludng dit liéu ngén duéi 40 bytes.
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Bidng 2.6. Higu sudt ciia ho GRAIN

i qi &i qi Téc d9 ma hoa
HE mat ma th?é?gg'ﬁ?éa tgigﬂif?;a({/ Ludng dai . Ludng bytes
GRAIN-VO0 29.27 73408.44 3729.79 5545.83
GRAIN-V1 31.14 1498.23 57.31 102.95
GRAIN-128 38.89 1098.61 31.16 70.30

Co thé théy GRAIN-128 ¢6 su vuot troi vé tde do tinh toan, va hiéu qua phﬁn cung cao nhat trong
ho GRAIN.
2.2.2. M{jt s6 mdt ma dong nhe khdc

Mt ma dong MICKEY

Mat ma dong nhe MICKEY sir dung khoa 80 bit ¢ dinh va tir 0 dén 80 bit IV. B tao dong khoa
ciia MICKEY bao gdom hai thanh ghi dich R va S 100 bit, trong d6 mdi thanh ghi dugc dugc diéu khién
phan hoi twong tmg. Sau khi khoa va IV duge tao, hé théng s& dugc quay véi chu ky 100 vong trude khi
tao ra dong khoa co thé st dung duogc. Mai cap khoa va cdp IV co thé tao ra tdi da 2 bit cua dong khoa
duy nhat.

Mt ma dong TRIVIUM

Mat ma dong TRIVIUM st dung khoa 80 bit va 80 bit IV. B tao dong khoa chira mdt thanh ghi
dai 288 bit, trong do cac thanh ghi cu thé dugc doc va dua tré lai hé théng khi né dugc tao xung nhip theo
chu ky. Khéa duogc tai trong 93 bit du tién va IV dugc tai trong 84 bit tiép theo. Hé thdng co thé tao ra tdi
da 2% bit dong khoa duy nhat.

So sanh GRAIN véi mét sé6 hé mdt ma dong, khoi nhe khac

Khi thiét ké mot hé mat ma, nguoi thiét ké can phai tap trung vao mot s6 diém dic biét cua giai
thuat. Khong thé thuc hién mot thiét ké hoan hao, dap trng dugc tat ca cac mong mudn ctia mot hé mat ma
nhu dap tmg dugc tat ca cac do dai ban 6, tit ca cac ung dung, tat ca cac han ché vé bo nhé... GRAIN
dugc thiét ké cho mot phan cing rat nho, sir dung it cong nhit c6 thé trong khi van dép tmg dugc an ninh
cao. H&¢ mat ma nay dugc st dung trong moi trudong co céng tuong duong, dién nang tiéu thy, b nhd can
thiét 1a rat nho. Ngoai ra GRAIN van c6 thé dugc sir dung trong phan mém noi chung néu thyc hién ting
tbc d6 cho nd. Nhung viéc so sanh hiéu suat cia GRAIN trong cic tmg dung phan mém la khong c6 y
nghia. Luan 4n chi so sanh hi¢u suat cia GRAIN véi mot s6 giai thuat khac trong viée ing dung vao phan
cung.

Hé mat ma dong GRAIN cho phép thuc hién song song 16 mi hoa khac nhau, cho phép trién khai
nhanh hon, véi chi phi sir dung it hon nhung dem lai hiéu qua cao hon. Tinh hiéu qua ctia phan ctng 14 ty
1¢ thong luong véi dién tich st dung trong thuat toan. Nhin vao Bang 2.7 théng ké dudi, ta c6 thé thiy thuat

toan GRAIN c¢6 tinh hiéu quéa phan cimg cao hon TRIVIUM (77.28 > 38.48).
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Bdng 2.7. So sanh mdt ma nhe

A1 Chu ky A .1
Al Al 50 kf)lt S6 bit xung thong lugng X _Iy Dién tich
Hé mat ma khoa e A ¢ 100 MHz logic
khoi nhip trén (Kbps) (um) (GE)
mot khéi P H
Mat mé khoi
PRESENT 80 64 32 200 0.18 1570
HIGHT 128 64 34 188 0.25 3048
mCrypton 96 64 13 492 0.13 2681
Mat ma dong
TRIVIUM 80 1 100 0.13 2599
GRAIN 80 1 100 0.13 1294
MICKEY 80 1 100 0.13 2183
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CHUONG 3. PE XUAT CAC HE MAT MA TREN PUONG CONG ELLIPTIC VA UNG DUNG

3.1. Thuit toan sinh chudi

Muc dich cua thudt toan nay 1a yéu cdu ngudi ta tao ra mot chudi cac vecto dugc goi 1a Si. Cac
budc cia thut toan duge trinh bay ¢ thuat toan 3.1. Bude dich vong mét phan tir ciia hang sang bén phai
s& 1am x4o tron céac bit, diéu nay lam cho ké tham mia kho phat hién, do tim ra ban 1. Sau d6, két qua cua

qua trinh nay duoc ap dung cho diu ra ciia ECC.

Thuat toan 3.1. Sinh chudi

Input: Tham sé dudng cong elliptic
Output: Chudi céc bit
Budbc 1:
e Tinh tdéng sb diém (n) trén dudng cong elliptic
e Xac dinh diém P 13 diém sinh cta phuong trinh d& cho
e Dua ra tdp céc diém trén dudng cong elliptic tu diém sinh P
Buéc 2:
e Chuyén ddi tdéng sb diém (n) trong co sb 3
e Liy m s& 1a sb chit s6 chuyén tdng sb diém sang co sb 3
Budbc 3:
e Lip ma trdn M cé6 kich thuéc (n + 1) * m. O dady (n + 1) 1la sb hang,
m 13 sb co6t cling chinh 1a sé chit sé trong mdét hang.

a0,0aO'l ...... aO’m
d1,0a1,1 - e a1,m
M = 32'032,1 ------ azrm
ap,0dn, - - anm
Budc 4:

e Dich chuyén theo vong hang cta ma tran & budc 3 theo mdét phin tu
sang bén phai: [ai, o0 @i, 1 @i, 2..-81i, n-1]—[3i, m-1 @i, 0 @i, 1 Ai, 2 ...3i, m-2]
Budc 5:

e Chudi dugc hinh thanh 1a: S: [So = [ao, n-1 @0, 0 A0, 1 @0, 2+ . .80, m-2],
S1 = [a1, n-1 @1, 0 @1, 1 81, 2++.32, m-2)y wy Sn = [@n, m-1 an, 0 an, 1 an,

2. ..dn, m—2] ]

3.2. Thuit toan dé xuat CECC
3.2.1. Y twéng thugt toin CECC

Thuét toan CECC dua vao phép toan trén duong cong elliptic két hop voi hé mat ma dich chuyén
Caesar cai tién. Thuat toan CECC dé xuat ndy con dwa vao thuat toan tao chudi dir liéu 1am co sé xay dung
thuat toan ma hoa bang cach sir dung dudng cong elliptic trén truong hitu han c6 khoa ddi xtimg dé ma hoa
vin ban tiéng Viét nay.
3.2.2. Trinh bay thudt toan CECC

Luu dé thudt todn méd héa CECC

Luu d6 thuat toan ma héa ciia hé mat ma CECC trén dudng cong elliptic trinh bay nhu Hinh 3.1 dudi day.
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B4t dau

Nhap ban 18 P = {p}, i =1..|

Nhap khéa K

Nhap tham sé ctia dwdng cong

elliptic: a, b, p

= tbng s6 diém trén duwdng cong elliptic
q = diém sinh ctia dwéng cong elliptic

Gan n diém vé&i n ky tw twong rng, tinh ti

diém sinh q

1

Gan cac ky tw ban rd véi diém trén dwong

cong elliptic; i=1

>
>

bung

Xac dinh vij tri p; trong bang c6 n diém, n

ky tu

Ci

= [(pi + K) mod (n)]q

v

Sinh chubi bit tr C;

i=i+1

v

Xuét ra ban ma C

‘

Hinh 3.1. Lwu d6 thudt todn ma héa CECC

Thuat toan ma hoa CECC

Céc budc cua thuat todn ma hoa CECC dugc trinh bay ¢ thuét toan 3.2 nhu dudi day:

Thuét toan 3.2. M& héa CECC

BEGIN
Input: P = {pi} i= 1..1; Khoa

Do
Begin
Input (a, b, p)-
End;
While ((4a% + 27b?) mod p = 0)

K;
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n = Téng sb6 diém trén dudng cong elliptic;

q
Gan n diém véi n ky tu tuong Gng, tinh tu diém sinh g;

Piém sinh trén dudng cong elliptic;

Gan cac ky tu ban ré voi diém trén dudng cong elliptic;

i=1;
While (i<=1l) do
Begin
Xadc dinh vi tri p; trong bang cé n diém, n ky tu;
Ci = [(pi + K) mod (n)]g;
Sinh chudi bit tu Ci
i =1+ 1;
End;
Output: Xudt ra ban mia C;

END.

Thudt toan giai ma CECC

Thuat toan 3.3. Giai ma CECC

BEGIN
Input: C = {C;i} i= 1..1; Khoa K;

a, b, p tham sb dudng cong elliptic;
Xadc dinh g = diém sinh cua dudng cong elliptic;
Tinh n = téng sbé diém trén dudng cong elliptic;
while (i<=1l) do

Begin
Xét doan gém m chit s cua ban ma;
St dung phép dich trai mét phan tu;
Chuyén dbi sang thap phéan;
Hién thi ma& diém trén dudng cong elliptic;
Xac dinh vi tri C; trong bang cua diém trén dudng cong
elliptic;
P; = [(Ci = K) mod (n)]P;
Hién thi ré diém trén dudng cong elliptic;
Hién thi ky tu ban rdé Gng véi diém trén dudng cong
elliptic;
i=1+1;

End;

Output: Xudt ra ban rd P;

END.

3.3. Thuit toan dé xuiat AECC
3.3.1. Y twong thudt todn AECC

Thuét toan AECC dua vao phép toan trén duong cong elliptic két hop voi hé mat ma Affine cai
tién. Thuat toan nay dya vao thuat toan tao chudi dir liéu, 1Oi str dung ¥ tuong mat ma Affine lam co s& dé

xdy dung thuat toan ma héa bang cach sir dung dudng cong elliptic trén trudng hiru han c6 khoa dbi xtng.
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3.3.2. Trinh bay thudt toain AECC

Thuat toan ma hoa AECC

Thuat toan 3.4. Ma héa AECC

BEGIN
Input: P = {pi} i= 1..1; Khoéa K;
Do
Begin
Input (a, b, p);
End;
While ((4a® + 27b?) mod p = 0)
n = Téng sbé diém trén dudng cong elliptic;
g = Piém sinh trén dudng cong elliptic;
Gan n diém véi n ky tu tuong Gng, tinh tu diém sinh q;
Gan cac ky tu ban ré voi diém trén dudng cong elliptic;
i =1;

While (i<=1) do

Begin
Xac dinh vi tri p: trong bang cé n diém, n ky tu;
Ci = [(u*p: + v) mod (n)]qg;
Sinh chudi bit tu Ci
i =1+ 1;

End;
Output: Xudt ra ban mia C;
END.
Thudt toan giai ma AECC

Thuat toan 3.5. Giai ma AECC

BEGIN
Input: C

= {Ci} i= 1..1; Khoéa K;

a, b, p tham sb dudng cong elliptic;

Xac dinh
Tinh n =

g = diém sinh cua dudng cong elliptic;
tdébng sb diém trén dudng cong elliptic;

while (i<=1l) do

Begin
Xét doan gém m chit s6 cia ban ma;
St dung phép dich trai mdét phan tu;
Chuyén dbi sang thap phéan;
Hién thi ma& diém trén dudng cong elliptic;
Xac dinh vi tri C; trong bang cua diém trén dudng cong
elliptic;
P; = [u(Ci - v) mod (n)]lqg;
Hién thi ré diém trén dudng cong elliptic;
Hién thi ky tu ban rdé Gng véi diém trén dudng cong
elliptic;
i =1+ 1;
End;

Output: Xudt ra ban rd P;
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END.

3.4. Thuat toan VECC

3.4.1. Y twéng thudt todn VECC

Thuat toan VECC duya trén y tuong co ban ctiia phép toan trén duong cong elliptic. Thuat toan

VECC dé xuét nay khong dua vao thuat toan tao chudi dit liéu, qua trinh tao chudi dit liéu nay thi do mat

s& tot hon. Tuy nhién, mit han ché 1a s& (i) tén nhiéu thoi gian va (ii) dung lugng b nhd. Luan an sir dung

sir dung ¥ twong mat ma Vigenere 1am co sé xdy dung thuat toan mi hoa bang cach sir dung duong cong

elliptic trén truong hiru han thong qua vi tri diém ciia duong cong elliptic & ma héa dir ligu.

3.4.2. Trinh bay thudt toan VECC

Thudt toan ma hoa VECC

Tiép theo, trinh by ndi dung thuat toan ma hoa hé mat ma VECC trén duong cong elliptic voi thuét toan

3.6 nhu dudi day:

Thuat toan 3.6. Ma hoa VECC

BEGIN

Input:

— {p:i} i= 1..1; Khéa K = {k3} j= 1..d;

Begin
Input (a, b, p);
End;

While ((4a% + 27b?) mod p = 0)

n = Téng sb6 diém trén dudng cong elliptic;

= Ppiém sinh trén dudng cong elliptic;

Gan n diém véi n ky tu tuong Gng, tinh tu diém sinh q;
Géan
Ny
= 1;

While (i<=1l) and (j<=d) do

cadc ky tu ban ré voi diém trén dudng cong elliptic;

Begin
Xac dinh vi tri pi ks trong bang cé n diém, n ky tu;
Ci = [(p: + ky) mod (n)]g;
Tim dugc ma diém trén dudng cong elliptic;
Tim dugc ma ky tu theo ma diém;
i =1+ 1;

if (3 >= d)
Begin
j=1;
End;
else
Begin
J=31+1;
End;
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Output: Xudt ra ban ma C;
END.

Thudt toan giai ma VECC

Thuat toan 3.7. Giai ma VECC

BEGIN

Input: C = {C;i} i= 1..1; Khoéa K = {ks} j= 1..d;
a, b, p tham sb dudng cong elliptic;

Tinh n = tdéng sb diém trén dudng cong elliptic;

X4dc dinh g = diém sinh cua dudng cong elliptic;

while (i<=l)and (j<=d) do

Begin
Xac dinh vi tri Ci, k;y trong bang cua diém trén dudng cong
elliptic;
P; = [(Ci = k3) mod (n)]g;

Hién thi ré diém trén dudng cong elliptic;
Hién thi ky tu badn ré tng vdi diém trén dudng cong elliptic;
i =1+ 1;

if (3 >= d)
Begin
j = 1;
End;
else
Begin
J =3 + 1;
End;
End;
Output: Xudt ra ban rd P;

END.

3.5. Panh gia ba thuét toan CECC, AECC, VECC

Do an toan va bao mat cua thuat toan phu thudc vao tham s6 cua duong cong, phu thudc vao diém
trén duong cong elliptic, phu thudc do dai ctia khoa K. DJ phtrc tap thuat toan mat ma duong cong elliptic
CECC, AECC, VECC c6 @6 phuc tap thuat toan 1a: O(n*logn).
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CHUONG 4. THU'C NGHIEM MAT MA NHE TRONG HE THONG CAC THIET BI
THONG MINH

4.1. Thyc hién h¢ mat ma khoi nhe

4.1.1. Tong hop mit ma khéi nhe

Bing 4.1. Tong hop mpt s6 hé mét mi khéi nhe

z
A

Hé mat ma Do dai khoa - bit Kich thwéc S6 vong Céu tric
khéi tin - bit ma hoa
AES 128, 192, 256 128 10, 12, 14 SPN
NOEKEON 128 128 16 SPN
PRESENT 80, 128 64 31 SPN
MINI-AES 64 64 10 SPN
PRINTcipher 80, 160 48, 96 48, 96 SPN
KLEIN 64, 80, 96 64 12, 16, 20 SPN
LED 64, 80, 96, 128 64 32, 48 SPN
LBLOCK 80 64 32 Feistel
PRINCE 128 64 12 SPN
SIMON 64,72, 96, 128 32,48, 64, 96, 128 | 32, 36, 42, 44, Feistel
144, 192, 256 52,54, 68, 69, 72
RECTANGLE 80, 128 64 25 SPN

4.1.2. Danh gia cdc thudt todn

Luan 4an thyc hién danh gia thuat toan ma hoa qua cac tidu chi: do tré xtr 1y, sb lvong cong tuong
duong, nang lugng ti€u thy.

4.2. Thyue nghiém hé mit ma dong nhe trén phin cing

Dé do hiéu suat ctia mat ma dong nhe trén phan cting eStream da dua ra nam tiéu chi dé danh gia:
(i) tinh nho gon vé dién tich; (ii) hiéu suat vé thong lugng; (iii) mirc tiéu thu ning lugng/ngudn; (iv) tinh
linh hoat; (v) tinh don gian. Trong d6 ba tiéu chi dau thi twong ddi dé dinh lwong. Tuy nhién, tiéu chi con
lai mang tinh chii quan nhiéu hon va khong xét & day. Két qua dugc tong hgp nhu Bang 4.2.
Bing 4.2. Két qud trén phin cirng

Mat ma dong Khoa Dién tich Nguon Ning Thong
hang nhe (bit) (GE) (UW) lugng lugng
(pJ/bit) (Mbps)
GRAIN-0 80 1294 2.22 10.73 725
GRAIN-V1 80 1678 3.24 3.08 2778
GRAIN-128 128 2191 4.63 1.83 5063
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Mat méa dong Khoda Dién tich Nguén Ning Thong
hang nhe (bit) (GE) (LW) luwgng luwgng
(pJ/bit) (Mbps)
GRAIN-128a 128 3239 7.40 1.21 9877
MICKEY 128 5039 8.14 30.28 414
TRIVIUM 80 2599 3.84 17.74 358

4.3. Phit trién hé mat ma trén dwong cong elliptic
4.3.1. Phdt trién hé mdt ma sie dung khéa cong khai
Y twéng thudt todn: V&i nghién ctru ngudi ta da sir dung khoa cong khai trén dudng cong elliptic dé ma hoa

van ban tiéng Anh. Luan an dé xuit ap dung thuat toan ma héa nay véi vin ban tiéng Viét.
4.3.2. Phdt trién hé mdt ma sie dung khéa doi xirng

Y twéng thudt todn: V&i nghién cliru nguoi ta da st dung khoa ddi ximg trén dudng cong elliptic dé ma hoa
van ban tiéng Anh. Trong nghién ciru ngudi ta str dung thuét toan sinh chudi dit liéu rdi str dung hé mat ma
trén duong cong ellliptic d& ma héa dir liéu. Luan 4n dé xuat ap dung thuat todn ma héa niy voi vin ban
tiéng Vieét.

4.4. Thue nghiém cac hé mat mi da dwoc dé xuit trén thiét bi thong minh

Céc hé mat mi trén duong cong elliptic dd dwoc dé xuét va trinh bay trong chuong 3. Gom cac
(1) hé mat ma duong cong elliptic — CECC; (ii) hé mat ma duong cong elliptic — AECC va (iii) h¢ mat ma
duong cong elliptic — VECC. Cac thuit toan ma hoa va giai ma cac hé mat ma nay dugc trinh bay trong
chuong 3 v&i cac thuit toan gdm: (i) thuat toan 3.2 ma héa CECC; (ii) thudt toan 3.3 giai md CECC; (iii)
thuat toan 3.4 ma hoa AECC; (iv) thuat toan 3.5 giai ma AECC; (v) thudt toan 3.6 ma hoa VECC va (vi)
thuat toan 3.7 giai md VECC.

Céc thuat toan dé xuit nay dugc cai dat thuc nghiém trén thiét bi thong minh véi cac thong s6 cua
thiét bi thong minh nhu sau: Phan mém: Hé diéu hanh android 12, phién ban samsung galaxy S22; Phan
cung: RAM:8 GB; ROM: 128 GB; PIN: 3700 mAh

Két qua thuc nghiém thuat toan dé xuat trén thiét bi thong minh trinh bay trong phan phu luc cua
luén an.

4.5. Thye nghi¢m trén cac thiét bi han ché

Str dung h¢ méat ma nhe da dé xuat va duoc thu nghiém trén hé théng IoT voi cac thiét bi ban
mach Arduino, ban mach vi diéu khién ESP8266. Hé thdng c6 ba con Robot 1, Robot 2, Robot 3. Robot 1
va Robot 3 mudn trao ddi dit liéu véi nhau, can con Robot 2 1am trung chuyén. Dé dam bao bi mat va an
toan dit liéu, trudc khi dir liéu guri di thi dit liéu dugc méd hoa dé Robot 2 khong biét dugc ndi dung cua dir

liu giri.
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KET LUAN

e Luén an d¢ xuét cac thuat todn mat ma trén duong cong elliptic.

1) Thuat toan mat ma trén duong cong elliptic — CECC
Y tudng cua thudt todn dua trén y tuéng mat ma CAESAR, st dung khoa ddi xtng K, khoa
K 12 mot gia tri s6. Luan an két hop giita y tuong nay véi dac diém, phép toan trén duong
cong elliptic dé dé xut thuat toan mat ma trén duong cong elliptic — CECC.

2) Thuat toan mat ma trén duong cong elliptic — AECC
Y tudng cta thuat toan dua trén y tuéng mat ma AFFINE, st dung khoa ddi xung K, khoa
K 12 mot cdp khoa K(u, v). Ludn 4n két hop giira y twong ndy véi dic diém, phép toan trén
duong cong elliptic dé dé xuat thuat toan mat ma trén duong cong elliptic — AECC.

3) Thuat toan mat ma trén duong cong elliptic — VECC
Y tudng cia thudt toan duya trén y tuong mat ma Vigenere, sir dung khoa ddi ximg K, khoa

K 12 mot gia tri chudi van ban. Ludn an két hop giita y tudng ndy véi dic diém, phép toan
trén duong cong elliptic dé dé xuat thuat toan mat ma trén dudng cong elliptic — VECC.
Luéan 4n dé xuét ci tién thuat toan mat ma khéi LED va NOEKEON;
Luan an di phat trién hai hé mat ma trén duong cong elliptic @& ma hoa vin ban tiéng Viét;
Luan 4n da thir nghiém thuét toan dé xuét trén thiét bi théng minh.

Luén an da tht nghiém thuat toan dé xuét trén cac thiét bi co nang lyc tinh toan han ché.
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