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Chuong 1

Kién thitc co s& va tong quan

1.1 M6 hinh kénh truyén

1.1.1 Tinh chét ctia kénh truyén khong day

Céac m6 hinh théng ké duoc st dung dé mod ta cho cac kénh
truyen fading. Viéc 4p dung m6 hinh thong ké nao phu thudc vao
ting loai moi truong truyén song vO tuyén cu thé. Trong luan an
nay, tac gid nghién cttu va 4p dung phan b6 Rayleigh trong kénh
truyén cho cdc m6 hinh mang.

1.1.2 Truyén thong hop tac

Hop tac trong truyén thong la mot ky thuat c6 nhiéu vu diém
dé nang cao QoS ctia cac hé thong truyén thong khong day, ky thuat
nay duoc thuc hién véi nhiéu niit mang cting tham gia trong viéc
truyén va gidi ma cac ban tin .



1.1.3 Mang vo tuyén nhan thirc (CRN)

CRN gdm ba loai md hinh chinh phuy thuédc vao ky thuat duge
st dung dé cho phép SU stt dung cac dai tan s6 da dugc cap phép
cho PU. Bao gdm m6 hinh dan xen, m6 hinh dang chdng va m6 hinh
dang dudi ngudng nhiéu. Trong d6, mo hinh dang dudi ngudng
nhiéu dugc xem 1a mo hinh ¢6 tinh kha thi cao, it phtc tap hon va
dang nhan dugc nhiéu sy quan tAm nghién ctru.

1.2 Bao mat 1op vat ly cho mang khong day

Khai niém kénh wiretap dugc giéi thiéu boi Wyner [7] véi gia
thiét rang kénh EAV 1a mot phién ban tin hiéu suy thodi ctia kénh
chinh. Tiép theo sau, cac phat trién md rong cho cac kénh wiretap
Gaussian, va kénh fading wiretap [2, 5].

1.2.1 Do do danh gia hiéu ning bao mat hé thong

Hiéu nang bdo mat ctia cac hé théng mang khéng day trong cac
kénh truyén fading dugc déanh gia cha yéu thong qua ba tham sb
chinh: Dung luong bao mat kénh, Xac suat ding bao mat va Xac
suat khac 0 ctia dung lugng bao mat [1,3,6].

1.2.2 Téng quan tinh hinh nghién ciu

Tt nghién citu vé bdo mat dua trén ly thuyét thong tin cta
Shannon va kénh wiretap ctia Wyner, Cac nd luc nghién ctu da
tap chung phat trién cac ky thuat bao mat 16p vat ly khac nhau véi
cac huéng chinh sau: Ma hoéa va xtt ly tin hiéu, tao khoa bao mat
muc vat ly, da ang-ten, can nhiéu va chuyén tiép. CRN la mot mo



hinh mang nhiéu tiém nang dé khac phuc dugc cac han ché cta
cac mang khong day thé hé méi. Tuy nhién, v6i dic diém ctia CRN
dan dén xuat hién nhiéu diém yéu tir khia canh an toan va bao mat
thong tin. Trong cac nghién ctru duge cong bd, mac dit van dé phan
tich hiéu suat cho bdo mat 16p vat ly cho mang khong day, cu thé
1a m6 hinh CRN da c6 nhiéu thanh tuu. Tuy nhién, viéc xem xét tac
dong ctia kénh P-Tx—P-Rx dén hiéu suit bao mat con dé ngd. Mat
khac, cling chua c6 nhiéu tai liéu nghién ctru phan tich hiéu suét
vé truyén thong tin cy va bao mat véi nhiéu tiép can diéu kién
phu thudc khdc nhau ctia hé thong. Trong chuong 2, nhém nghién
ctru thuc hién danh gia hiéu suat truyén thong tin cay va bao mat
cho CRN. Hon nita, mdc du da ciing c6 kha nhiéu két qua tha vi
da dugc cong bd phan tich hiéu suét trong CRN két hop ky thuat
RFEH. Tuy nhién, viéc st dung tin hiéu can nhiéu tir nhiéu PU dé
thu nang lugng, ngan chan EAV nghe trom thong tin va dong thoi
tang cuong do tin cdy cia truyén thong ddi véi CRN con chua duge
dé cap dén. Do d6, luan &n tiép tuc nghién cttu moé hinh mang CRN
vdi ky thuat RFEH, xay dung giai phdp truyén thong dé khong chi
tang cuong hiéu qua st dung phd tan va stt dung nang lugng xanh,
ma con dadm bao bao mat théng tin cho SU trong diéu kién nhat
dinh.

Tiép theo, luan 4n da khao sat hai mé hinh truyén thong nham
khai thac cac ky thuat truyén thong hgp tac dé cai thién hiéu suét
bao mat cho mang CCRN trong Chuong 3. Mdt khac, Qua qua trinh
khéo sat, tac gid nhan thiy anh hudng quan trong ctia cac tham s6
hé théng dbi véi hiéu suét va an toan truyén thong. Do dé, luan an
da phan tich nghién ctru giadi phap t6i vu gia tri gidi han bao mat
nham nang cao hiéu qua truyén thong an toan.



Chuong 2

Panh gia hiéu niang ctia truyén thong tin cay va

bao mat thong tin trong mang vé tuyén nhan thirc

2.1 Mo hinh #2.1

2.1.1 Mo hinh hé thong

Theo Hinh 2.1, S-Tx va P-Tx c6 mét ang-ten don trong khi S-Rx,
P-Rx va EAV c6 N;, N, p va N, ang-ten. D¢ loi cta S-Tx—5-Rx, P-
Tx—P-Rx, S-Tx—P-Rx, P-Tx—S-Rx, P-Tx—EAV, va S-Tx—EAV duogc
kyhiéula g, i, @m, Bn,prvany, voim € {1,..., Ny}, n € {1,...,N,},
vat € {1,...,Ns}. Dung luong kénh ctia PU dugc biéu dién la

Cp = Blog,(1+7y) 2.1)

P hy,
trong d0 v, =  max — P L ]aSINR ctaPU. P,
&40y me{1,2,..,N,} { P.own + No } P

P, 1a cong suét ctia P-Tx va S-Tx. Np 1a cong suat nhiéu AWGN.
Dung luong kénh ctia SU va EAV la

Cs = Blog, (1 + 7s) (2.2)
C. = Blog,(1+ 7v.) (2.3)

4



P&t Py

trong d6 v = max { } =  max { }
g te{1,2,...,Ns} PpPetNo e ne{1,.2,..,N.} Pypn+No

P-Tx

@ Eavesdropper == Eavesdropper link

O Secondary user - —— Interference link

O Primary user STx —»  Communication link

Hinh 2.1: M6 hinh CRN va EAV

2.1.1.1 Do do hiéu suat truyén thong tin ciy va bao mat

Gid stt Ryg > 0 la tdc d¢ truyen tir ma c6 thé cung cap truyén
thong bao mat cho cac SU. Xac suét truyén théng tin ciy va bao
mat cta SU dugc biéu dién nhu sau

Oy =Pr{Cs > R,,C, < Ro}, (2.4)

trong do C; va C, duogc trinh bay trong (2.2) va (2.3), tuong ung.

2.1.1.2 Cac diéu kién cho cong suat truyen tin ctia SU

e Kich ban 1 (S1): S-Tx khong ¢6 CSI cua P-Tx—P-Rx, va S-
Tx—EAV. Dt ¢ 1a nguong ditng truyén thong ctia PU, va P/~ 1a



cong suat phat t6i da ciia S-Tx. Ta ¢6

O = Pr{ max {Psgom} > ka} <¢ (2.5)

me{12,..N,} | No

0<P, <P (2.6)

® Kich ban 2 (Sy): S-Tx ¢6 CSI ctia S-Tx—EAV nhung khong c6
CSI cia P-Tx—P-Rx. Dat € 1a nguong ding bao mat cia SU. Ta c6

0/ <¢ 2.7)
Osec S € (2.8)
0< P, <P (2.9)

e Kich ban 3 (S3): S-Tx c6 CSI ctia P-Tx—P-Rx nhung khong c6
CSI ctia S-Tx—EAV. bat 0 1a nguong dung truyén thong cta PU. Ta
co

O, =Pr{C, <Ry} <6 (2.10)
0< P, < pmx (2.11)

e Kich ban 4 (S4): S-Tx ¢6 CSI caa ca P-Tx—P-Rx va S-Tx—EAV.
Cong sudt truyeén tin ctia S-Tx chiu ba diéu kién nhu sau:

0, <0 (2.12)
Ogec < € (2.13)
0< P, < pro (2.14)

2.1.2 Phan tich hiéu suit ctia hé thong

2.1.2.1 Chinh sich phan b6 cong suat truyén tin

kaNO
Q@

Ps, = min { ¥, P’”} (2.15)



. kaNO Pprlyth 1
_ ¥, —1),pmxl (216
o =min{ Q, O (e 1) o} e
. Pth
Ps, = min =, prex (2.17)
3 e s
Vin 29
P09 1 P,
Ps, =min{ " fh( —1),”3,13'"“ 2.18
. { 0. \wi—e o, G

voiY = <loge m) 71,VéE = max {O, 171N‘<f exp { 7?&] — 1}.

2.1.2.2 Xac suat truyén thong tin ciy va bao mat
Xac sut trong (2.4) c6 thé viét lai nhu sau

O = Pr{Cs > Ry} Pr{C. < Ro} (2.19)
- (1 - Os)(l - Osec) (2.20)

trong d6 O va Os,, tinh dugc nhu sau

(-1) e
ok (Vi o (5 e

N .
& (N (—-1)
Ogee =1 — ( > —_ (2.22)
sec ];) j (Ae')/fh —+ 1)]
trong do 7}, =2% 1, A, = 1;8’3,1‘1 = l;gp’ dD% - PL(%g'PG

{Ps,, Ps,, Ps,, Ps, }.

2.1.3 Mb phéng va danh gia két qua
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Hinh 2.3: Anh huéng ciia s6 liwgng dng-ten ciia P-Tx lén SNR ctia S-Tx.
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Hinh 2.4: Anh huéng ciia s6 lugng dng-ten ciia EAV 1én SNR ciia S-Tx.
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Hinh 2.5: SRCP theo SNR ctia P-Tx véi € = 0.8.
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Hinh 2.7: Anh hudng ciia s6 lugng éng-ten ciia EAV lén SRCP ciia S-Tx.

2.2 Mo hinh #2.2

2.2.1 M6 hinh hé thong
2.2.1.1 M0 hinh hé thong va cac gia thuyét vé kénh truyén

Xét mo hinh hé théng nhu Hinh 2.8, SAP dugc giad dinh dugce
trang bi M ang-ten trong khi P-Tx, P-Rx, EAV, va S-Tx ¢6 mét ang-
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ten don. D0 loi ctia cac kénh P-Tx,—P-Rx, va S-Tx—SAP duogc ki

S h FC
P-Rx P | - P-Tx
\ / soN-.

- P r T
[} P {, |
| .
| f - B :
o | - / i
| # ! |
- o
} - @ \.t I p
s @ N |
| rd AN < \'. 1
1 & _ - 7T D) |
X =T — |
SU-Tx 4 EAV |
I
-~ !
a N
\__/ SAP
@ Primary user — - Eavesdropper link
@ Eavesdropper — —k Interference link

(O Secondary user ——p. Communication link

Hinh 2.8: M6 hinh mang CRN, trong dé S-Tx sir dung niang luong thu duoc
tir cdc P-Tx dé truyén thong trong khu vuc cé nhiéu EAV.

hiéu 1a hy, va gy, v6in = 1,...,N,m = 1,..., M. D0 loi g» biéu
dién cho kénh tir S-Tx dén nhanh m-&ngten ctia SAP. D6 lgi ctia
cac P-Tx,—EAVy, S-Tx—P-Rx,, P-Tx,,—SAP duogc ki hiéu bdi B,
Xy, VA Ppm- DO 10i ctia kénh wiretap S-Tx—EAV va kénh thu hoach
nang lugng P-Tx,—S-Tx dugc biéu dién tuong ung 1a & va f,, k €
{1,...,K}.

2.2.1.2 Giao thitc truyén thong

e Budc 1: S-Tx thu hoach néng lugng ctia N thiét bi P-Tx thong
qua N kénh f,, n € {1,2,...,N}.

N N
Es=E [ 0tTP, fn] = 0tTP, E [Z fn] (2.23)
n=1

n=1



Energy Harvesting Time Communication Time

Hinh 2.9: Khung thoi gian T dé thu ning lugng va truyén thong.

trong d6 E[-], T, va 7 lan luot la ky vong, khung thoi gian,
va mot phan cda khung thdi gian dé thu hoach ning luong,
0 < T < 1.Kihiéu P, va 0 1a cong suat phat cia P-Tx va hé sb
hiéu suat thu hoach nang luong ctia S-Tx, 0 < 6 < 1.

e Budc 2: Cong suét phat ctia S-Tx trong (1 — 7)T va tai kénh
n-th1a P, (1 —1)T < E,. Do d6, chiing ta c6

E, 9P, XN
Pé’i)Tx < Pryg = A-0T 1-t Z Qy, (2.24)

trong d6 Paye duoc goi la ngudng cong suat trung binh dugc
dua ra boi S-Tx.

2.2.2 Phan bg cong suat va chon kénh ctia SU
2.2.2.1 Giéihan cong suat ctia S-Tx duéi diéu kién ctia PU

Chinh sach diéu khién cong suét ctia SU chiu rang budc diéu
kién ctia PU nhu sau

P < min {p;;g Pm,g} (2.25)

pn) 1 xp(—B, 5,y - fy,N .
Vi Py = Ay [e }1)(*1117 : 1} An = PHQh By P;b;,o' 7th 27 —
1. Trong d6 Ry, 17, va B 1an luot 1a toe do xdc dinh, diéu kién diung,

va bang thong cta PU.
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2.2.2.2 Gidi han cong suat ctia S-Tx duéi cac yéu cau bao mat
thong tin d6i véi nhiéu EAV

cong suét truyén tin ctia S-Tx trong kénh n-th véi diéu kién bao
mat thong tin c6 dugc nhu sau

Py, = min {min{ Py, P{i)}, Paog } (2.26)

( ) — 'Y;)hppﬂﬁn (17 K\/ 17g)
Vé6i Pp,. = o, it \
luot 1a toc do bao mat xac dinh va diéu kién dung bao mat, n la chi

SV = 2% —1. Trong d6 R, va ¢ lan

s6 bang tan dugc S-Tx chon dé truyeén tin.

2.2.2.3 Tbi wu héa thoi gian thu hoach nang lugng va chon kénh
truyén thong

Tir (2.26), chung ta xem xét hai truong hgp nhu sau:

o Truong hop 1: Ppyg > min{Pl()u, EM} cong suét ctia S-Tx phu
thudc vao diéu kién sau

Py = min{Py;), i1}, (2.27)

o Truong hop 2: Pryg < min{Pl(ju, f uv} cong suat cta S-Tx phu

pm)
s_ 1y = Pavg. Hon

thudc vao nang lugng thu dugc, nghia 1a, P,
nira, S-Tx ludén mong mudn gié tri cia Pppg dat mic cao nhét,
tiuc la, Ppyg = mm{Ppu, Eav} Do d6 gia tri T thu dugc nhu
sau

)
P p
= min{Ppyy, Pa ) . (2.28)

6P, N, Oy, + min{Py;), P}
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Ngoai ra, S-Tx lira chon kénh tot nhat dé c6 thé t6i da cong suét
truyén tin, kénh dugc chon nhu sau

(n)
n* = argne{?}??iN , {Pszx} , (2.29)

trong d6 n* 1a kénh dugc chon sao cho cong suét truyén tin ctia
S-Tx 1a tbi uuy, nghia la,

Ps(ri*%x _ ne{lil;gi__)i]\]e} {min {min{Pl(Jg, Plgzz)]}, ngg}} .

2.2.3 Phan tich hiéu suat hé thong
2.2.3.1 Xac suat 16i géi tin

PEP dugc dinh nghia la xac sudt ma SINR cta SU bi sut gidm
xudng dudi mot ngudng xac dinh trude, nghia la

O =Pr{vs < vm} (2.30)

trong do vy, la nguong gia tri SINR xac dinh cta SU va 45 =
(n
ma N 3 {PS“gm} Tir d6, PEP ¢6 thé thu dugc nhu sau

m6{12 Pan m+N0
N M
_ _YmiNo
eXp< P, Q)
_ _ x
0=|1 e (2.31)
o Tl
S— TY 8

2.2.3.2 Do tré géi tin véi viéc truyen sira 16i

Xac suat ma mot goi tin duge truyeén di thanh cong sau ¢ lan
truyén dugc mo ta 1a

Pr{L=/(} =0"1(1-0) (2.32)
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trong d6 L 1a s6 1an truyén mot géi tin. Do d6, s6 lan truyén trung

binh trén goi tin c6 thé duge tinh todn nhu sau
E[L] =) ¢t0"'(1-0)= — (2.33)
=1

Cudi cung, do tré trung binh dé truyén thanh cong mot géi tin c6
thé dugc tinh nhu dudi day

D=TE|L = —— 2.34

L= 239

2.24 Mo phoéng va danh gia két qua

o

S-Tx transmit SNR

=
=
a

~T

a2

Hinh 2.10: Anh héng ciia dg loi trung binh (Qg, ) ciia P-Tx—EAV lén SNR

ctia S-Tx.
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Hinh 2.11: SNR ciia S-Tx theo SNR ciia P-Tx véi d¢ lgi trung binh khdc nhau
cila S-Tx—EAV ({Qg, }5_; = 10,50, 80, 150).
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Energy Harvesting Time , T

Hinh 2.12: SNR ciia S-Tx theo thoi gian T va dg loi trung binh khdic nhau ciia
P-Tx—S-Tx ({Qy, }5_4 = 1,3,5, vd yp_1x = 12dB).
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0
10 ' ) —— Ana.
, O Case 1:{0y, }'_=10(Sim)
2107 1 - P
% ¥ Case2 QI‘;—SO‘(Qﬁﬁ)m—m(S\m.)
g 102 O Case 3: 0 =100, (€2, )7 =10 (Sim.)
o @ Case 4:{Q I°. =10.M=3 (Sim)
2 v
w 1074
1]
£
8 1o
o 107+
o | N=5,K=2,M=2
10- T T T T T T T T

P-Tx Transmit SNR

Hinh 2.13: Anh huéng ctia cic kénh can nhiéu P-Tx—EAV lén PEP.

0.10 ; :
N=5, K=2, M=2

- —— Ana.

g 0.08 | 0 =205 (Sim.) ]

2 0 Q=6 Q:=5(Sim)

w .

Eo.os E % Q=2,0=10 (Sim.)

©

2 0.04 1 ]

L

Q

[

2 0.02 ¥

T T T T T T T T

P-Tx Transmit SNR

Hinh 2.14: D§ tré cila g6i tin theo SNR ciia P-Tx.



Chuong 3

Panh gia hiéu nang bao mat s« dung ky thuat hgp

tac chuyén tiép trong mang vo6 tuyén nhan thirc

3.1 Mo hinh #3.1:Hiéu nang bao mat cua mang
CCRN trong gi6i han dirng truyén thong va
cong suat phat mirc dinh

3.1.1 MO0 hinh cta hé théng

Xét mot CCRN nhu hinh 3.1. P6 1gi ctia S-Tx— SR;, SR; — S-Rx,
va P-Tx—P-Rx dugc ky hiéu la hy;, hy;, (i =1,...,N), va g1. B0 loi
cua S-Tx—EAV, SR; —EAV, S-Tx—P-Rx, SR; —P-Rx, P-Tx— SR;,
P-Tx—S-Rx, va P-Tx—EAV duogc ky hiéu 1a foy, fi, ao, «;, Bi, Bo, va
go,1=1,...,N, tuong ung. D0 loi trung binh céc kénh tuong ung
12 Qs Qs Qs Qg Oy iy, Qs Qp, Qg va Q.

Trong pha dau tién, dung lugng ctia kénh S-Tx— SR; nhu sau

1
CSRZ‘ = EBlogZ(]‘ + ’)/SRI‘) (31)
trong d6 ysg, = PPIET}VO 1a SINR tai mdi niit SR;, véi Pp, Ps va Ny

1an lugt la cong suat phat cia PU, S-Tx va cong suat nhiéu AWGN.
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P-Rx P-Tx
( g1 2R
i_é\ /”:}T/
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NN EAV T T
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@ Eavesdropper
@ Secondary user SRy — —= EAVIink

@3 Relay node - — = Interference link
) Primary user —— Communication link

Hinh 3.1: M6 hinh mang CCRN vdi da niit chuyén tiép va mét EAV

Diéu kién truyén thong ctia hé thong trong pha thir nhat nhu sau:

pr{cy ™ <R} <¢ (3.2)
Ps < Py 3.3)

trong do Cl(,S_Tx) = Blog, (1 + Psig ilNO ) Va dung lugng kénh ctia

EAV dugc biéu dién la

1
Csg = EBlogZ (1 + ')’SE) (3.4)

trong do se = 2 ~ 52t 1a SINR tai EAV,

Trong pha thit hai, SINR tai S-Rx va EAV lan luot 1a

P RhZi P Rfi p Rfi
D= 5 YRIiE = ~ 3.5
YRiD PP Bo + No YRiE Ppgo TN Ppgo (3.5

trong d6 Pg 1a cong suat phat ctia SR;. Cong suét phét ctia SR; phai
dap ung diéu kién truyén thong nhu sau

Pr{CP™ <R,} <¢ (3.6)
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Pr < Py (3.7)

trong d6 CI(JS R) _ B log, (1 + ok ) Trong pha nay, dung luong

Pra;+Ny
kénh ctia EAV thu duoc la

1
Crie = 531082 (14 yrie) (3.8)

Dung lugng kénh tir nguén dén dich ctia SU 1a
CM = i:r?axN{min{CSRi,CRiD}} (39)

trong do6 Crip = %B log,(1 + Yrip). va dung luong kénh cua EAV
nhu sau

CE = max{CSE, CR,-*E} (310)
trong d6 i* 1a chi s6 ctia nut chuyén tiép dugc lya chon, nghia 13,

i* = arg l_z?llaxN}{min {Csr,,Crin}} (3.11)

3.1.2 Do do danh gia hiéu suat bao mat ctia hé thong
Dung luong bao mat cia CCRN nhu sau
Cs=Cpm—Cg (3.12)

trong do6 Cy; va Cg dugc cho bdi cong thic (3.9) va (3.10).

Xac suat dirng ctia dung lugng bao mat kénh

Xdc suét khéc 0 ctia dung lugng bao mat

Ononzero = Pr {CS > 0} (3.14)
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3.1.3 Phan tich hiéu suat hé thong
3.1.3.1 Chinh sich phan b6 cong suét truyen tin ciia SU

Cong sut truyén tin ctia S-Tx va SR dugc diéu chinh theo cong
thic sau

PpQ PpQ)
Ps = min{ P, —5—2-x »; PR = min{ P, — Sy (3.15)
{ e P O

3.1.3.2 Xac suat dirng bao mat

Xdc suét dirng bdo mat thu duge nhu sau
Osec = 1 (7’1) + IZ(”) - 13(1’1) (3.16)

trong d6 I1(n), Ir(n), va I3(n) 1an lugt 1a biéu thitc nhu sau

N /N 5+1 i xp(—pym)
”):n;(n) 5/B1t—|—1 T CP i+
(3.17)

NN\ (=D +1) T exp(— t(n>)
(3.18)

NN\ (D641 T P~ 5,7)
Is(n)—n;)(n> Ay + As /Blt+l n(t+ C3)? (Al(”)t+1)dt
(3.19)

e Truonghgp 1: n =0
S+1 7 4t 5+1

ho) == | (F+C1? ~ A2(6+C) 20
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[oe]

S+1 dt S+1
L(0) = / _ 321
2(0) As / (t+C)? A0+ C) (3.21)
§+1 [ dt 5+1
I4(0) = / - 302
3(0) A2+A3(5 (t+C3)2  (Ar+A3)(6+GCs) (3.22)

e Truong hop 2: 1 < n < N. D€ tinh toan céc tich phan bén
trén, chiing ta hay xem xét mot bé dé nhu sau:

B6 dé3.1. Giisit A, B, C, D, va 8 li cic hﬁng s6 dwong, chiing ta
co

[ee]

B exp (—5) dx
KU&RQD)—!(&%&%@+%FMW+U

~ Kp1 + Koo + Koz + K4
trong d6 Ky1, Koz, Kas, va Koy ldn lugt duoc biéu dién nhu sau:

B [%,1 —n, n] — 7tesc(rtn)

Koy —
217 (D—Dy)(D = D,)%(D = D3)"
rtese(mtn) — B [g—i’,l —n, n}
Koy —
27 (D —=D;)(D — D2)2(D;y — D3)"
n—1—n,F (1,1;2—11;%;)
Ky = -
(n —1)Da(D — Dy)(Dy — D1)*(Dy — D3) Dy !
B 7tn csc(7tn)
(D — D;)(Dy — D1)?(Dy — D3)"H1
p (2D — D — Dy) (ncsc(ﬂn) - B {%,1—71,11})
24 —

(D — D3)?(Dy — D1)?(D, — D3)*

trong dé Dy = 42 D, = 5+ C,va D3 = B2, cdc ham csc(x),
Bl-,-,], va oF (-, ;) theo thit tu la ham lwong gidc cosecant,
ham beta khuyét, va ham siéu boi.
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Chitng minh. Ching minh dugc trinh bay trong phan phu luc.
O

Str dung két qua cta bé dé 3.1, mot biéu thiic xap xi cho O,
cta SU thu dugc nhu sau

Osec ~ IO + Il (Vl) + IZ(”) - IS(”) (323)

I (n) = il @f) (—1)n(5+1)K(A1;in),B1,C1,D1(n))

h(n) = il @f) (—1)n(5+1)K(AA§n),Bl,C2, D; (1))
N — n

13(7/1) = ng:l <Z;l]> ( 1) (5+ 1)KI§124—1’_(1’114); Bl,Cg, Dl(l’l))

trong d6 A;(n), By, D1(n), A2(v) Az lan lugt dugc dinh nghia la

TleQﬁ Ppﬂﬁ 1 ( 1 1
Aqi(n) = 0. By = ; = + )nN
1( ) PRth ! PSQﬁhl Dl(n) PSth PRth 0
4 PO, PeO,
PrOY PsQY;,

3.1.3.3 Xac suat khac 0 ctia dung lugng bao mat kénh

Xéc suat khac 0 ctia dung lugng bao mat duge phén tich nhu

sau

Ononzero = Pr {Csec > 0} ~ 1= Ogec; V6o =0 (3.24)
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A Case 3 (Sim.

Outage Secrecy Probability

-8 -:'1 6 4'1 é 1‘2 1'6 2'0 2'4 2'8 ?;2 3‘6 40

PU Transmit SNR, yp (dB)

Hinh 3.2: O, ciia h¢ thong vdi ba truong hop d¢ lgi kénh trung binh khdc
nhau

Outage Secrecy Probability
3

N= 5 relays

10*

T T T T T T T T T T
-8 -4 0 4 8 12 16 20 24 28 32 36 40
PU Transmit SNR, Y (dB)

Hinh 3.3: Og. ciia hé thong vdi cic truong hop do lgi trung binh khdc nhau
cuia cdc kénh wiretap.

0 1%pk =20dB (Sim.)
> 15pk = 30dB (Sim.)

< 13pk =40dB (Sim.)

Outage Secrecy Probability

N= 5 relays

T T T T T T T T T T
8 4 0 4 8 12 16 20 24 28 32 36 40
PU Transmit SNR, Yo (dB)

Hinh 3.4: O ciia hé théng vdi cic SNR khdc nhau ctia S-Tx
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Hinh 3.5: O, ctia hé thong vdi s6 lugng niit SR khdc nhau

o
)

o
©
n

o
®
I

o
3
L

o
o
L

— Ana.
- - - Approx.

o
o

~
L L

m  Relays N=12 (Sim.)
® Relays N=5 (Sim.)
*__Relays N=2 (Sim.

Probability of Non-Zero Secrecy Capacity

o o

.3 T T T T T T T T
8 -4 0 4 8 12 16 20 24 28 32 36 40
PU Transmit SNR, yp (dB)

Hinh 3.6: P, _,,,, vdi s6 lugng niit SR khdc nhau

3.1.4 Mo phong va danh gia két qua

3.2 Mo hinh #3.2:Hiéu nang bao mait cua mang
CCRN duéi duéi diéu kién dirng bao mat
va gi6i han can nhiéu

3.2.1 M6 hinh hé thong

Cho mo hinh hé thong nhu trong Hinh 3.7.

b6 loi cia P-Tx—P-Rx, S-Tx—SR;, SR;—S-Rx, S-Tx—S-Rx, S-
Tx—P-Rx, SR;—P-Rx, P-Tx—SR;, P-Tx—S5-Rx, P-Tx—EAV, S-Tx—EAV



@ Eavesdropper
() Secondary user — - —= EAVIink
& Relay node - — = Interference link

) Primary user — Communication link

Hinh 3.7: M6 hinh CCRN trong d ton tai kénh truc tiép va EAV.

va SRZ'—>EAV CT].IQ’C ki hiéu boi gl,hy, hzz', ho, xo, %, ‘Bi, ‘Bo, 8o, fg va
fi,i € {1,...,N}. D0 lgi trung binh cta cac kénh duge ki hiéu 1a
le, th, th, Qho, an, Qa,v Qﬁg/ Qﬁi’ ng, Qfo' and Qf

Trong pha thit nhat, dung lugng ctia S Tx—SR; la

1
CSR,- = EBIng(l —+ ’)’SR,-) (325)

trong do6 ysg, = ﬁs +hN la SINR tai SR;, va Pp, Ps la cong suat phat
cta PU va SU, Nj la cong suat nhiéu AWGN. Va dung luogng kénh
ctia kénh S-Tx—S-Rx dugc cho la

CSD =B 10g2(1 + ’)’51)) (326)

trong d6 ysp = Pplﬁazi}fl\lo la SINR ctia kénh S-Tx—S-Rx. Dung luong
kénh tai EAV khi S-Tx truyén tin dugc mo6 ta la

1
Cse = 5B log, (1 + 7sk) (3.27)
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trong do ysg = Ppggﬁ) Ny lljsj;; la SINR ctia kénh S-Tx—EAV.

Trong pha thit hai, dung lugng ctia SR;—S-Rx nhu sau

1
Crp = 5B log,(1+Yr,D) (3.28)
trong d6 yr,p = 3 B ;f’N la SINR cuia kénh SR;—S-Rx, va Pg la cong

suat phét ctia SR. Dung lugng kénh ctia EAV la
1
Cri = fBIOgZ(l +’)’R,-E) (3.29)

trong d6 yr,g = Ppggf Ny~ 5’*;(’) la SINR ctia kénh SR;—EAV.

Cubi cung, dung lugng kénh ctia mang SU dugc biéu dién la

C = Csp, min{Cgg., Cr. 3.30
E2F ie{rlr’;??iN}{ sp, min{Csg,, Cr,p}} (3.30)

Mat khac, dung luong kénh thuc té thu duoc tai EAV sé 1a
CE = max{CSE,CRi*E} (331)
trong d6 i* 1a chi s6 ctia nuit SR dugc lya chon, c6 nghia la

i* —argle?lmx {min {Csr,, Crip}} (3.32)

3.2.1.1 D6 do danh gia hiéu sut bao mat cho truyén thong cta
SU
Dung luong bao mat kénh ctia mang SU dugc mo6 ta nhu sau

Hiéu suat bado mat ctia hé thong dugc danh gia thong qua cac xac
suat dirng bao mat va xac suat khac 0 ctia dung lugng bao mat sau:
Ogsgc = Pr {Cs < R} (3.34)

OnonZero = Pr {CS > 0} (335)



28
3.2.1.2 Diéu kién cong suat cho SU va SR
e Diéu kién cong suat ctia P-Tx—P-Rx khi S-Tx truyén tin

P
chzm{““zm}s@ (336)
No

0 < Pg <P (3.37)

e Diéu kién cong suat ctia P-Tx—P-Rx khi SR;+ truyén tin

P
O[ZZPI'{ I;\]l

z%}s& (3.38)

0< P <P} (3.39)

trong d6 I, 1a ngudng cong suat can nhiéu cta PU. ng va P;fk la
cong suat phat toi da cta S-Tx va SR. Mat khac, dua trén thong tin
c6 dugc vé CSI ctia EAV, cong suat phat cia S-Tx va SR; phai dap
tng thém hai diéu kién khac sau

Ogg = PI‘{CSE > R} <e (3.40)
ORI-*E =Pr {CRI-*E > R} <e (341)

trong do € 1a gi6i han dung bao mat dugc dua ra bdi mang SU.

3.2.2 Phan tich hiéu suat hé thong
3.2.2.1 Cac chinh sach phan bg cong suat

Chiing ta thu dugc chinh sach cong suat cho S-Tx nhu sau

LN Py Q)
PS:min{PS th 70 Pt gﬂ)} (3.42)

k7 7
P 0 In(£) Qp (1 -1

€
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va chinh sach phan b cong suét cho SR; la

I Py, Q2
Pg = min {P}}k, ”ZNol , BTt g0 } (3.43)

Gia tri t6i vu cta € ¢6 thé dugc tinh toan boi cac thong s6 CSI thu
dugce nhu sau

s QfOPIS fo*PIR (3.44)
Cmax = MU ey 1 Q- PSPy’ Oy + Q. PR '
PV in* 480 fo T LVt 2% fio 1T

3.2.2.2 Xac suat truyén thong bao mat ciia mang CCRN

Dé danh gia hiéu ning bdo mat ctia hé thong, ching ta can phan
tich hai chi s6 danh gia hiéu suat trong (3.34) va (??) dua trén cac
chinh sach phan bé cong suét ctia S-Tx va SR.

a) Xdc sudt dimg bdo mat:

Osec = [Li(n) + I(n) — I(n)] = [1(n) + J2(n) — J3(n)]  (3.45)

trong do

& (N (=1)" (8 + 1)K (B, By, C1, Cn)
11(”)—nz_%)<n) A,

~ & /N (=1)" (84 1)K (B4, Bo, G, C)
12(71)—}2)(}/1) .

Y /NN (=1)" (6 + 1)K (By, Bo, C3,Cy)
13(")_,120<n> R

_ 5 N\ (=1)" (6 + 1)K (Eq, Bo, C1, Dn)
h(”)—y;)(n) .
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N Ly
h(n) =Y <N>( 1)" (8 + 1)K (En, Bo, Co, D)

n—o \1 Az
]3(1/[) = i <N> (_1)n ((5 + 1)K (EYZ/ BO/ C3r Dn)
n=0 n A2 + A3
o P _ PpQpyn PpQ) PrQ)
voi By = PSPth, B, = 11;12052 , Ay = PRQQ}) 5= PSQiO

e o (1 _
vaE, = (PSQhO + PR?);,2> PPQﬁw [ (P,,th + 50,0 Qh ) Non,

1 1 n n _ 1

D, — \ Py, + Py, +p NoT™ No, En = { p o + 0. Qh PpQg,, va
_ 146-A% 14+5—Azd 14— (A2+A3)5

G = A, , G = A /G = A+ A3 .

b) Xdc sudt khdc 0 ciia dung lugng bdo mgt

Oronzero = Pr {CS > 0} =x~1—Ogpc; v6id =0 (3.46)

3.2.3 Mb phoéng va danh gia két qua

[=]
°

N =5 relays

o
L

Secrecy Outage Prot_)-abilily
D;
é’.
IS SN
[°% -.
o
o+
.
od/@
oo
. L

&
-
o

3

——Ana,

¥ & =0.1(Sim.)
O eis given by the equation (3.138) (Sim.

o
3

Peak interfe-renoe level of the PU, Iy /N, (dB)

Hinh 3.8: Tdc déng ciia € 1én Osgc ctia hé thong theo tap gid tri INL’(’)
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Hinh 3.9: Tic déng ciia € 1én Osgc ctia hé thong theo tdp gid tri yP.
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o .
& .
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e
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Hinh 3.10: Anh huéng ciia cic kénh can nhiéu 1én Osgc ciia hé thong.

10 T T T T T T T T
& Is given by the equation (3.138)

2
3
ié 103, % E
T b el KRy
g B IO ot o S
3 [ =G - P s b
O 10% E
- —
o :
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w © N =10 relays (Sim.)

102 _N=20 relays (Sim.

3 10

-2 0 2 4 6 8
Peak interference level of the PU, I, /N, (dB)

Hinh 3.11: Tic dong ciia s6 lugng niit SR ddi véi Osgc theo tip gid tri ciia I,
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eis gilven byI the eciuationI (3.1 32‘3)
I,/ N, =2 (dB)

a2

A
=]
&
"

¥ N=5relays (Sim.)
© N=10relays (Sim.)
O N =18 relays (Sim.,

Secrecy Outage Probability

=
=}
o

Hinh 3.12: Tic dong cila s6 lugng niit SR doi vdi Osgc theo tip gid tri ciia 7.

20,56 ———— —————————t
o
2
8 0,54 Bl
O e
8 0,524 7 4
3 ,
0 0501 ¢ 4
@ J
2048 ; ]
z J
‘5 1 N =5relays
= 046 1,/ N, =2 (dB)
¥l N Approx.
E 044 % All channel mean gain equal to 5 (Sim.)
5042 < Is given by the equation (3.138

' T 7T 1 1 1 1 T T 1 " T "

0 4 8 12 16 20 24 28 32 36 40

1 (dB)

Hinh 3.13: O,onzer0 v6i d6 loi trung binh ciia cdc kénh dong nhit bing 5.
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KET LUAN

Cac ket qua chinh ctia ludn an bao gom:

1. Nghién ctru truyén thong tin cdy va bao mat théng tin cho
mo6 hinh mang CRN. T do, xdy dung cac chinh sach phan
b6 cong suét véi bon kich ban khac nhau. Dé xuat mot do do
hiéu suat méi (SRCP) va st dung dé phan tich hiéu nang bao
mat hé théng tuong tng véi bon kich ban.

2. Nghién ctru, xay dung co ché truyén thong va thu hoach nang
lugng cting véi chinh sach cong sut va chién luge chon kénh
cho m6 hinh mang CRN dudi cac diéu kién bao mat thong
tin chong lai tin cong nghe trom thong tin. Ngoai ra, Luén an
danh gia hiéu suat hé théng dua trén cac do do PEP va APD
dé danh gia hiéu suat ctia hé thong theo cac chién lugc duoc
ap dung.

3. Nghién ctru 4p dung ky thuat hop tac chuyén tiép dé cai thién
hiéu sut bdo mat cho mang CCRN. Khao sat danh gid hiéu
nang bao mat hé thong dua trén cac biéu thirc xap xi ctia cac
do do véi cach tiép can nhém cac diéu kién rang buodc khac
nhau. D4c biét, ludn an nghién cttu dua ra biéu thic tinh toan
gia tri toi uvu cho ngudng gidi han bdo mat theo trang thai
kénh truyén. Diéu nay giup hé théng diéu chinh chinh sach
cong suat, chién luge truyén thong dé cai thién hiéu nang bao

mat.
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